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Pig Butchering is a scam where victims are
lured into fake relationships or job offers.

Once trust is built, scammers defraud them
through fake investments or financial requests.

. Phantom hacking is a cyber scam where fraudsters a

3=|T‘2:€|?:|' @' WQ?’H :ﬂ |F| Eﬁ |j I é\a- EF[ W impersonate government or tech support officials and PHANTOM :

falsely claim that a victim’s device or bank account 3

. has been hacked, tricking them into transferring HACKING :

ﬁ‘q’l’ a'la'r % gﬂ' do 1% %7 - 3-ﬁT qg money to a “safe” account — which is actually $
’ . controlled by the scammer. e R
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W ('Q'CF}TIT 3_]_%_) Eﬁ' QFE}TIH Eﬁ', Gﬂ' Source: Enforcement Directorate
Hfeey HEAT B ALAHA, 3T AT G5 Sed SHQH & & F qoffeped I ¥18
o 3ifcsd HeCdSh VU & U H 3y Bfoea afafafdar s araa 3 € S sudoresdist o a3
Rt & Fdell ag & TY WY AF Wold & fOT U TS didle d 9 AT HA Pl ATold
e & o 3wl 3 & 400 A5 FUT F 3RS H FAS B E19

Online betting scams involve
unauthorized platforms luring
users with gambling games and
fake promises of high returns.

INSTANT
LOAN APPS :
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Hicarfed X & forw Bamsa fopar = §, Safes I8 3iidesd #dl AT ) qul gfady a9 g,
e 3a% yaR, fasua 3R o e anfde §1°

HRT IHR 31U TR 3HTeAelTsed FHEIT T GI&T & 3T H Holgd &1 dF o] fham &1 AR st @
310 Sfieh Siided H ST Dl Thighd o e &, SATGATAD oo, fA&T, iy arfafafaat 3k sy danai
de f3foiee ®U @ uge Sl 3Ry Sidl & fov 3@ W ORET X I &1 1,05,796 & 31U gfow
IFRAFRT 3@ TELA UIEd W Uolipd &, o 82,704 & 3w YaAoT ux Iy fpw arw §, S
Theolls HiAdl Pl AP B WY AT HIRMT T o R &l

TSI TUH Dl & it dTel ATSaR Hlefd
T Qe ffSicel ardreaRor & Agcad A THAR A §U, HRA HT AR Y& &rdl Y@ Pl W
3maia &, 9w &7 A

. o wiafdr wfafaws, 2000 HRA & ABR Fd ST & YR & FT H HF AT o
IE Ugdld A AN, Ufdwuul, HTgex HAETAT & ATCIHA § UTAwT0T gRT GrErest 3R refher ar
efdeRe FHN & TER B Vhdl &1 T YU 30 GIEaTSl W HPHAT Tolld A Hecaqol &
S T o & fow BfSiee Colehid &1 3udleT ad &, A1 @ HARAl B gHia=guT
Jaargel IR GrETUET arel TTHSRE $l sdlic dia & forw off T@erh aaa B

. T g (Fegadt fger-fAde 3R RBfoes Afdar 3R d@fedn) @g#, 2021 @R
Afear weged], RBfoed taewid AR 3iddsd Abetard @ Sarcd gafAia ad ¥ Je
w3 Afed WfAfRA & 3R gruA B R S ¥ 3R coewA! @ A areral
@l T BT S &l B

. Bfoce cafthord Ser T&0T FAATH, 2023: 3% forw 3mays ¢ 6 s cafhera ser &t
Bl T § 3R 3TANThAT 1 FgATd & AT fhar aw, TEd dRa &1 e aRea
a & forw guiaTa AR 3 STamde & @b FATHIA G Ui & Ai¥d & & fou
fow 8o =it W wed giffica w@dr &, fSed AApd ugd A1 geudel & Si@e A hH
fopar S |F 1 3@ de drardr afafafat @ J3 9.42 @ ¥ S FHH F1S N 2,63,348
HSTHASITS (ScXAAAT Hlargel sfFauaic 3mgsfedy) ot edlied fhar Smgepr 1 °

CYBER THREAT LANDSCAPE IN INDIA ‘E)]g
India is the third-largest country in terms of
digital landscape in the world
CERT-In Over 7,500 CERT-In Audits of BFSI sector (Banking, financial
Cybersecurity Audits = services, and Insurance) conducted in 2024-25
Information > Dlgltql Personal
Technology Data Protection
Act, 2000 Act, 2023
< CYBER LAWS IN INDIA >
These laws empower national agencies to investigate
offences, enforce cyber hygiene, and secure
India’s digital assets
@ Mewat, Jamtara, Ahmedabad, Hyderabad,
GEOGRAPHICAL Chandigarh, Vishakhapatnam, and
HOTSPOTS Guwahati have emerged as key regions
reporting higher cybercrime incidents.
To strengthen monitoring and
coordinugicn in such sen§itiv9 areas,
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HISaX A3 hT FTAracer

STeTe SheyeT ST REurd & (HISIRET-3) AIse’ FUaT ueansit @ Auea & fow Ug woie 1 a9
B @RI &1 fAIRTEAT BT &, FAARIT BT TdT 9MdT & 3R aRIP Fellg IR HAT &1 3T Soolad,
RefRieT 31fFara ar AR gats S geansit 1 Tead i |, Ve3RE-3d 3elc TaRd aXdl & 3R
JATIIT HITSA! &b folt SUTRIcHS 3uTd fAUTRT e &1 I8 |@feha d7 @] Hr ga7g W QpyrH gafa
AT § 3R TR, 33197 3R Agcayp! Jar YeTansii & Tedr & 9glar &1 AT 2025 dd, TSHRET-3A o
HIZIX TR T Aol el AR 3fefhet Il & forw fafieer T2t 37 8131 & 1,438 HIrSAT Y M P
§U 109 AR GR&T Hich 3o h Glaur yere |

HAgcayuT FAATEY &< & T&T AT

@ giafardr sfafaga, 2000 S GRT 70T & ded ARG TET AgcaquT AT JTETAT TIET0T e
(TAHTIMSISURN), HRAT H Aecayu! I AT S & TET0T & o TET Asel Torddl 1 Jg Sfehar,
AR, fastel 3R uftaga S 813 3 RauRe! & a1 afag deag # df &Xar ¢, St TR gaT 3R
ST & & T FAgeaqel §1 fRer fAoRre, Shi@s Feare 3R a-fafdre fgenfader sl & &
HAICTH b, TAUITESINSUIRAT T&TcoAD STATTT Pl FAoTgd AT & 3R 37 @RI Bl A IRAT & AN A=A
3TTH TAT3HT T TS AT I Tohl &

hTe]eT Yelclel &T3TclT chY HSTeCT FATel

e HATAT & ded TG AR TSR AU AT g (143), Plefed Tddad TATHAT (TASTTH) Bl
Forfad 3R gafcad alih ¥ Isar 37U § e & gete 941 & fT v caue Ty U fldr & I8
farw gfI&ToT BRI, IFHUTA 3R TehelIhr SUDHIUT & Fahre & ATCIH ¥ &THAT [AHATOT T ALY BT B
T AIEATAD AT H FIAT T3 X AR FAfead g dr giaam ot vere oar &, e faedir graras) 3ik
37T Fafsd AR Al 3 AT TSR IMRITAP Acadh & eTh T PRATS TRt F TETH oIl 1374
1 Jep, 3TS4TT  FTga] GIETUS) § S 3,962 ThHISU 3TSST 3N 83,668 TRICHUY Widl 1 HIhT T H olich Y
fear g™

R T AT GI&TT DT AT e b UATH H, had dolc 2025 H AR L& TRASTA31 & fow 782
U3 FT Hrdfed fohT T ¥ | Tg Aecayqul HeH TET GI&T & fow @ar a1 i drel Agel Wl I 8
F Tod PP P 3R IRl &l RS wreaRge s his Ruifés v Aasweic Reca
(HTHETHIRTATH) & ATCTHA &, fag qTar= 17.82 or@ A 31f0® fQAwraal 7 5,489 FUE U § 3HAH
A ITT TRA H AETATE 617

TET AEeR 3y Raiféar aica
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TSR WY & T o518 7 AR AT ANERY B T FR & T, TWAR F TET TTZR IRIY
Raiféar gice (www.cybercrime.gov.in) &l TaTeld [haT g1 mmmﬁmmﬁﬁ@mw
q Gafa Reral & RAE w7 geter aarar 8, foraed afeanst 3k a<at & aféra aa arer 3t @)
I &1 T ST &1 Ueh GATIT TSR 3TWRTY goUelisa e} 1930 g fai ararys: & fifzdt ot
cafta Raiféer & giaar gt wkar & 3R STer G981, YIEras! arel old-Gf Bl It aXdT &1 1T H, F ued
AN o TorT Teh Ferdt 3 ST TABRI THaRuT 7 & §G 3 b i &1

3ia:fawy aEaR-#iae gonferat i T e (Tava-3msadiTy)

TATH-HSHNTH TSR GIaT, A igH e F Seid HFFUTA 3N TR P Ferar Sl FTZeR
GrETIET ¥ AU # AgcaypT HfAST [AATET & | WA HT GdT 9N & folw ST, CelewraAt 3R gfadt &
farepre &1 TAST i, RN cafehal, caaamrl 3R FAgcaquT JfAATET & Bl afaTd e arell Arga’ Graras
T IEAT diel 3R See Aehed I AR T &THAT DT FASTIT BT & | TATH-ITSHIUITH o cTed A&TT0Th TEATET,
3T 3R WHR & dra T i grarady, AR 3R oeaa-3marid 3oRral afed 39Rd 3R aiegpa
SR @Rl & JATUT 3 8 i arar &1

A3 3R gTai & WaTd TR IWY ARATH (Dddisceggdh) Trster

dradiscegdll AT dASIR 9, Ay &7 & Afgemsit 3R goai @ dafdid Ha arell dAgaR arErys
H JATITT ST BT &1 132.93 RIS FqF T T Teradr & A1, 39 Aolar J 33 T4 3R &g
AT Ueell & TR BRIAP-T-UfALToT TR Hr TATTAT H &1 3T TATRMABT S TSR
IRy S, Bfoeca eRAE 3R Pare suat 7 24,600 & 3w HEFAT @ glRf@T Thar &1 adr
gS SITEehdT, URMAS Ugard 3R cakd ufdfhar eferaist & aregdn 4, diifdisceggd sifdemse
GreEryd), gierel 3R Al 3R aTal & MUT A Nhad & fIT B Tadad T &THAT Dl AT
T g, s e RWhaa Bioea aamer gafa gar g1

AR Hohe U AT (HrEadY)

TSR &l 3R AZER-3Tddhdlg & Teh ATTRAT Pl FASTIT X & oI, TWPR o T TART At &
forw it & fFam 1 % Asrar et off IR Fave & wafead Revadl gafa & & fow ue
TOTAITA &I & ®U H B Al &1 3T S & ded 87T [AAT0T 3R SATEDAT & ToIT 376 deh ST FR H 205
HIIRAATT AN Y 1 Fhr &1

HHeaT AT

AT Tolehia Ul 3R 3udt & fA8uor-3maiRd 3asag 499 Ueie dld Asal Urarygsy
SrErudl Hr ST P AT AT &1 FHH Ul Agge uAfAA IR 3wy F gAIEy o F
TATAT T AATATOT AT &, FTq 3ARIRAT P FRAS WeT AR Head &1 37 T, ST 12,987
HRITAT 1 FRFardy, 1,51,984 3mo0fAes Hag 3R 70,584 AISeR STTd FEIAT AT 1 3o feam
T &, O TS TR GIEE Aead Bl HRATAYID AT P F FErar el ¥

AT Uice
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eI Wl IRBIAT 3iTTersd HA HT FAIA fAPrelad H Gem F veh Fdipd H UGl Bl 1 T
aiferat @ gera & A ol TaaTford TT T SR el H &TH TATdT &, e BaREqT J TATRd el drelt
TIeiehReh HTHA h T el PRATS FiATHd el &1 TE 27 31 H H3fY 3Pl THTAAT Bl Teh SeThH W
Teh AT 1T &, T8 T W IR-regelt ATl o1 G So1 § STATd el <hl AXPR bl &THAT AT el & 1%

ATSER I&T 3718
HRA TET TSR GI&T 3791 2025 21 Jols ¥ 01 |
39TET do Ao fohar a/m a1, St 319t A8’
IR AT Bl FSTT Fellel b TIT HRA Y Uidagelr &

&1 QY T §1 38 AT H A1 GIET 9,
et 3R Aifa [Barant afka e00 @ 3RdF
URrsnATE oY 91797 TRV | S 73T T T AT [

THANRUESTFE AT, TE Uh TET TR Sooltied |
& ® H IEdfAd AT IFAT-TE AT 3R
ORI S o1 T1eToT il b Torw B area fenm aram 2am

e Arse HIF 2025 H WEER AT W AV U § eA

9d 3far AlaTsa HUE H, SR FIET YT €I &1 aTed &1F1 # & T ¢ 3R IJg Bfoed dAcad
3R FIRAT viNfAfRAT B TR @RI A TU F HRT F UITH BT Seod Pdl & T A

Mg AT GRT 8 A 11 HagaRk ddb IMA[H, a5 foeell F "salde ¢ crawia " fawg v IEvHE
2025 &I 3gIed fohar Sraam|

HSTHA 2025 H FZR FI&T @ FFAea 3R 7Rd 6 o) afed o e Rex gFAe=l
BT ST fhar STwen| Ig Tede el Bidt & RBfSea dlafaferat & ora & ged agaa H
SRR et aXd &l UHE <O fGu I arel &1 # 65, Aser {aT, 3uUe §OR, T3S, ASHE
3R qrEar fafastor enfder ¥

$H BRIGH H 1.5 @ F 3D AW, 7,000 H 3HUH FANET @i, 400 @ 316 yeini
3R 1,600 ¥ 3RAF IATYfAS 3UAT F AFHG P UEId v S Hr o3mem F 100 & 3¥S FA
3R 800 ¥ AP awhI3 & Y, IJETAAT 2025 WG T IR FaraR & AU Th yHE HI P
T A B HLM|

ST f3p R 3710 1.2 Rt Alarsd areep! 3R 970 THToR—IA Sexeie 3URaThai3il & @1 caRd 5ol Ael3se
T Sedd FHATTET & 3R T8 GRIAT, Farrdel iR Thelarel fBiSiee sehifiees W <ot shigd i gu fawraea
AT TRETAHRI FEforee JiAA) & & forw AfRres dhg o & 3 &2 T AT Pl AT T Bl
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HIS TN B TR H STl STITEhcll T GG DA o [oT FIBR & Teh dg-HY Ugd J0TATl TS ¥

> PR o Fseal M@ F IR F A9l P 3 L & o WA, 3r@art 3R A aigonsid
& HICH § ARTRG-Bied UG AFA q& v 2

> gadAE 3R EHfdd dger gRe WAl & ar A
MaeTd AT rwhar a7 T & faw
HIS3RET-3e GRT AL VB FHAY he (TAHTHRIT)
(TAHEHIEY) Y EATTAT HY 7S B

> HATSING TATHIA & ATCTH § AIga FI&T 3R Fam
STRG T TS AT ch STAdT i AMTHeT FEAT|
AT

> feRRiRt 3R o1t & forw e gieaenT arser geat 3R

Promoting Cyber Awareness
Through Digital Platforms

X
(@cyberDost)®

Facebook
(cyberDosti4c)

0@

Telegram
(cyberdostiac) Data

.( yb Do (IAC)

Source: Ministry of Home Affairs

Y& W Jar3il &l ARG i &b forg g i
TS T

> IS Y Bl Uehed b AT ASR SRR AT R AT FAT3HT Y Hera & o drerer AfSAT hr

3T

HRd et ufada 3R Srger @Rt & I X &, STl I worfd a1 el Ta9 a7 9o § o 9&i I8 A5eR

ararst B o At & @ ¥ Bioed $ar & faster Y AR dd §U, THR Y agEary wrsar fafhar
A GrETIST B VHAUTH HT AT Ue a1 W & AR &R gierel @ J2 389 pedi o AP @ &l Seaid
B, faer 3eT varfafeerd 3R Tagelt Ul T FIgaR GI&T S Aot fhar &1 R o, HRa &

# U AT AT B HLAT A1feT|

TR T PRIPH BT HIATI
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PIB Backgrounders
e https://www.pib.gov.in/PressNoteDetails.aspx?Noteld=155075&Moduleld=3

a7 3nfde A9

e https://www.weforum.org/stories/2024/04/cybercrime-target-sectors-cybersecurity-news/

UL GLaT yRue gidred

e https://www.pib.gov.in/PressReleseDetailm.aspx?PRID=2151613

yad e ($2)) & arfifes Rui 2024-2025

e https://enforcementdirectorate.gov.in/sites/default/files/2025-05/Annual Report 24-25.pdf
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